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Expected Outcomes

The establishment of PARICHA will:
& Strengthen cybersecurity across Government digital services. Tote w

& Improve the quality and reliability of software applications. ..

Cyber Security & Software Quality
Assurance Centre

& Enhance digital trust and citizen confidence.

& Develop skilled cybersecurity professionals.

& Support compliance with national cybersecurity standards.
& Promote research and innovation in secure digital technologies. o
& Position C-DIT as a leading Centre of Excellence in Cyber Security and Software

Quality Assurance.

Strategic Focus Areas

® Cyber Security Assessments @ Software Quality Assurance

® CERT-In Empanelment Support ® [SO/IEC 27001 Compliance

® Digital Forensics ® Al-enabled Cyber Security

@ Secure Software Development ® Cyber Awareness & Capacity Building
° °
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CYBER SECURITY & SOFTWARE
The establishment of C-DIT PARICHA - Cyber Security & Software Quality QUALITY ASSURANCE CENTRE

Assurance Centre will significantly strengthen Kerala's digital governance ecosystem
by providing specialized services in cybersecurity, software quality assurance,
research, training, and innovation.

PROTECTING DIGITAL TRUST | @ | ASSURING SOFTWARE EXCELLENCE

Protection. Audit. Risk Management. Incident Response.

As a dedicated Centre of Excellence, PARICHA will enhance the security, reliability, Compliance Hardening Assurance

and resilience of Government digital services while promoting best practices in
software quality and cybersecurity. The Centre will support the Government of
Kerala's vision of building a secure, trusted, and future-ready digital ecosystem.



Objectives

Introduction

The Government of Kerala has been a pioneer in adopting digital technologies to
deliver efficient, transparent, and citizen-centric public services. As reliance on digital
platforms continues to grow, ensuring the security, reliability, and quality of software
applications has become a critical requirement.

Cyber threats are increasing in complexity, while software systems require
continuous quality assurance to maintain performance, security, and compliance.
Addressing these challenges requires a dedicated centre with specialized expertise,
modern infrastructure, and skilled professionals.

To meet this need, C-DIT proposes the establishment of “PARICHA - Cyber Security
& Software Quality Assurance Centre”, a Centre of Excellence dedicated to
strengthening cybersecurity, software quality, digital trust, research, innovation, and
capacity building.

About PARICHA

PARICHA (al@lal) means “Shield”, symbolizing protection,
resilience, and trust. The Centre will act as a digital shield for
Government systems by protecting critical information
infrastructure and ensuring the quality and security of software
applications.

To establish C-DIT PARICHA as a premier Centre of Excellence in Cyber Security
and Software Quality Assurance, delivering trusted security, assured software quality,
innovative research, and capacity building to enable a secure and resilient digital
future.

The Centre will:

& Enhance the security, quality, and resilience of Government software applications
and digital systems

& Improve the quality, reliability, and security of software applications.
& Promote secure software development practices.

& Support Government Departments in implementing cybersecurity standards and
best practices.

The Centre aims to:

& Provide Cyber Security Assessment and Security Audit services.

& Conduct Vulnerability Assessment and Penetration Testing (VAPT).

& Offer Software Quality Assurance and independent software testing services.

& Develop indigenous cybersecurity solutions and testing methodologies.

& Conduct research in cyber security.

& Organize professional training, internships, and awareness programmes.

& Establish partnerships with Government, academia, and industry.

Cyber Security Services

@ Vulnerability Assessment &
Penetration Testing (VAPT)

@ Web, Mobile, API, & Network

Security Testing

Digital Forensics

Incident Response Support

Risk Assessment

Security Architecture Review

Research & Innovation
Artificial Intelligence Security
Cloud Security

loT Security

Blockchain Security

Secure Software Engineering
Digital Forensics

The Centre will establish:

AN

Software Quality Assurance

Functional Testing
Automation Testing
Performance & Load Testing
API Testing

Mobile Application Testing
Accessibility & Compatibility
Testing in GIGW 3.0 and
WCAGobile Application Testing

Training & Awareness

Government Employee Training
Cybersecurity Certification
Programmes

Student Internship Programmes
Faculty Development
Programmes

Cyber Safety Awareness
Campaigns

& Build cybersecurity awareness and skilled professionals through training and
certification.

@ Software Testing Laboratory
® Digital Forensics Laboratory
® Training and Innovation Centre

@ Cyber Security Laboratory
® Mobile Security Testing Laboratory
@ Security Operations Centre (SOC)

& Promote research and innovation in cyber security.



